
UNITED STATES ATTORNEY’S OFFICE
NORTHERN DISTRICT OF INDIANA

7  Signs  and   Signals  of  7  Signs  and   Signals  of  

Terrorist  OperationalTerrorist  Operational

ActivityActivity



UNITED STATES ATTORNEY’S OFFICE
NORTHERN DISTRICT OF INDIANA

1.  Surveillance
2.  Elicitation

3. Testing Security
4.  Acquiring Supplies

5.  Suspicious People
6.  Dry Runs

7.  Deploying Assets
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ELICITATIONELICITATION … why it workswhy it works

Elicitation exploits fundamental aspects of human natureElicitation exploits fundamental aspects of human nature

••Most of us want to be polite and helpful, so we answer Most of us want to be polite and helpful, so we answer 
questions even from relative strangers.questions even from relative strangers.

••We want to appear well informed, so we may be tempted to We want to appear well informed, so we may be tempted to 
say more than we should.say more than we should.

••We want to be appreciated and feel that we are doing We want to be appreciated and feel that we are doing 
something important and useful.something important and useful.
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ELICITATION … ELICITATION … TTPTTP

••Elicitation requires patience.Elicitation requires patience.

••A key objective in any elicitation operation is to make it as A key objective in any elicitation operation is to make it as 
EASY AS POSSIBLEEASY AS POSSIBLE for the target to share his information.for the target to share his information.
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ELICITATION … ELICITATION … TTPTTP … continued… continued

••Elicitation appears only to be normal conversation among Elicitation appears only to be normal conversation among 
colleagues, friends, and acquaintances.colleagues, friends, and acquaintances.

••Just normal conversation in pleasant surroundings, like Just normal conversation in pleasant surroundings, like 
restaurants, hotels, conferences, or the homes of colleagues.restaurants, hotels, conferences, or the homes of colleagues.
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ELICITATION … ELICITATION … counter measurescounter measures

••Be aware to whom you are speaking and to whom your Be aware to whom you are speaking and to whom your 
conversation may be reported. Don’t be paranoid just be conversation may be reported. Don’t be paranoid just be 
careful.careful.

••You are not obliged to tell anyone any information they are not You are not obliged to tell anyone any information they are not 
authorized to hear.authorized to hear.

••You can simply ignore any question you think is improper.You can simply ignore any question you think is improper.

••If appropriate, If appropriate, simply say you don’t knowsimply say you don’t know..
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SURVEILLANCE …SURVEILLANCE …

A common thread in all the terrorism warnings is that A common thread in all the terrorism warnings is that 
PREPRE--OPERATION SURVEILLANCE, including still and OPERATION SURVEILLANCE, including still and 
video photography, is a key indicator of impending video photography, is a key indicator of impending 
terrorist activity.terrorist activity.
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SURVEILLANCE … SURVEILLANCE … indicatorsindicators

Individual (or group) observed near the facility with….Individual (or group) observed near the facility with….

•• High powered observation or camera equipmentHigh powered observation or camera equipment

•• Maps or drawings of facility infrastructureMaps or drawings of facility infrastructure

•• Loitering, standing, or parking with no apparent reason Loitering, standing, or parking with no apparent reason 
or explanation. (May be over a multiple day period).or explanation. (May be over a multiple day period).
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SURVEILLANCE … SURVEILLANCE … 
indicatorsindicators … continued… continued

•• A noted pattern of ‘false alarms requiring LE or EMS responsesA noted pattern of ‘false alarms requiring LE or EMS responses..

•• Theft of ID cards, license plate, or uniforms.Theft of ID cards, license plate, or uniforms.

•• Employees being questioned about facility.Employees being questioned about facility.

•• Recent damage to facility fences, gates, or other locked Recent damage to facility fences, gates, or other locked 
infrastructure.infrastructure.

•• Computer Network intrusion by hackersComputer Network intrusion by hackers
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SUSPICIOUS ACTIVITYSUSPICIOUS ACTIVITY

Watch for unusual or out of place activity that might indicate Watch for unusual or out of place activity that might indicate 
surveillance is taking place.surveillance is taking place.

•• Multiple sightings of the same suspicious person, vehicle or Multiple sightings of the same suspicious person, vehicle or 
activity.activity.

•• Individuals who stay at a bus or train stop while busses/trainIndividuals who stay at a bus or train stop while busses/trains s 
come and go.come and go.

•• Joggers who stand and stretch for an inordinate amount of Joggers who stand and stretch for an inordinate amount of 
time.time.
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SUSPICIOUS ACTIVITY … SUSPICIOUS ACTIVITY … 
continuedcontinued

Watch for unusual or ‘strange’ behavior that might indicate Watch for unusual or ‘strange’ behavior that might indicate 
surveillance is taking place.surveillance is taking place.

•• Individual who doesn’t fit into the surrounding environment.Individual who doesn’t fit into the surrounding environment.

•• Individuals drawing, making notes or taking pictures of placesIndividuals drawing, making notes or taking pictures of places
that are of little or no interest to tourists.that are of little or no interest to tourists.

•• Staring or looking off into space. Avoiding eye contact.Staring or looking off into space. Avoiding eye contact.
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Think LikeThink Like

the Wolfthe Wolf


